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ABSTRACT

We optimize flow placement for a hybrid network implementing an adaptive neural network classifier.
We predict elephant flows with high accuracy on anonymized university network traffic. We also demonstrate
the capability to perform highly complex actions at 40 Gbps using less than 5% of co-processor capacity. This
shows that it is possible to implement intelligent actions such as a neural network in a data center using fully
programmable NICs without handicapping the server CPU.
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1. INTRODUCTION

Traffic flows from different applications have differing requirements (e.g., throughput, latency). For best
network performance the flows should be directed and scheduled to satisfy the demands while optimizing
performance. Studies have shown that proper flow classification yields significant improvement in resource
utilization [1], [2], [4]. In an all electrical data center network proper flow placement involves attempting to
distribute elephants uniformly across links while in a hybrid electrical/optical data center higher performance is
achieved when long lived, high bandwidth elephants are assigned to optical links and delay intolerant or control
flows are placed on electrical links (Fig. 1).With an efficient classification algorithm it is feasible to allocate
resources to flows according to their requirements and avoid overprovisioning (e.g., allocating an optical circuit
to a short mouse flow) and underprovisioning (e.g., mapping a bulk data transfer to a resource-constrained
electrical switch) problems [1]. Some data center architectures use application level load balancing by creating
highly homogenized traffic flows between racks and pods [5]. This can give a significant advantage; however,
this type of system may not adapt to unpredictable future loads.
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operate at line rate.

We exploit the advantages of machine learning combined with recent advances in fully programmable network
interface cards (NICs) to optimize scheduling for elephant and mouse flows in a data center network. Machine
learning enables predictive and adaptive classification, allowing faster classification of elephants in
unpredictable environments such as multi-tenant data centers. In this work we use a neural network based
classifier to detect elephants with higher levels of accuracy than leading heuristics, while maintaining the
flexibility to adjust to the network environment due to the adaptive and continuous learning of the system. Our
classification is done at the edge in order to reduce the burden to the controller. This requires a virtual probe at
the compute node for feature detection. Using the fully programmable NIC for this purpose as outlined
previously allows this computational model to be scalable at high data rates [6]. There are a wide variety of
definitions of elephant flows. To avoid classifying short lived bursty flows as elephants, our analysis considers
flows larger than 100 MB as elephants [7]. We also demonstrate that it is possible to operate a hash based
classifier on the fully programmable network processor at a data rate of 40 Gbps, which is crucial for the
operation of our overall algorithm (Fig. 2).
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2. MACHINE LEARNING-BASED FLOW CLASSIFICATION

Machine learning is a form of computational intelligence that provides computers with the ability to learn and
adapt without being explicitly programmed. Neural networks have existed as a form of machine learning since
the late 1950s. However, neural networks have become truly useful for perceptual problems over the past
10 years or so. The change is due to algorithmic breakthroughs and the increase in applicable computational
power, such as single instruction multiple threaded GPUs or multiple instruction multiple threaded NPUs
(Network Processing Units). The challenge in networking has been related to feature extraction in real time,
allowing the predictive power of neural networks to be harnessed in a time frame which is beneficial. With
recent advances in fully programmable NPU NICs, this is now possible using a many core, 1000+ threaded
approach.
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processing cores allow multiple instructions to be variability in the dimensionally reduced training set,

implemented on different data simultaneously. indicating that there are patterns in our data. Red
triangles are elephants, green circles are mice.

As shown in Fig. 2 the algorithm consists of 3 key parts: 1) The Hash Based Classifier which checks whether
the packets belong to a classified flow. This is required to run at high speed with low latency. 2) The Feature
Vector Storage which stores the flow features for packets from as yet unclassified flows. Feature vectors are
required to have enough information to allow the machine learning algorithm to make a flow classification
decision. 3) The Neural Network which classifies complete feature vectors. The feature vector is based upon
previous work [8]. It includes the five-tuple (source IP address, destination IP address, source port, destination
port, transport protocol), packet sizes and a set of intraflow timings within the first 40 packets of a flow. The data
was normalized by approximate non-linear whitening and also attempting to ensure internal covariate shift was
reduced. This was to attempt to improve training speed and avoid the disappearing gradient problem when using
gradient descent backpropagation [9, 10]. The tSNE dimensional reduction (Fig. 4), which probabilistically maps
high dimensional distributions to lower dimensional ones using Kullback Liebler divergence, shows a noticeable
level of statistical variability between the classes [11].

The type of neural network used is a fully connected multi-layer perceptron (MLP) with 4 hidden layers. MLPs
are relatively easy to implement in high dimensional situations without base knowledge of intermediate features.
MLPs have high levels of true negative classification which is important to ensure mice do not flood the optical
connection [12]. Due to the nature of mouse and elephant distribution, which has an overwhelming amount of
mice, there is a class imbalance problem. This is overcome by training with a non-proportional amount of mice
and elephant flows. To ensure adaptability we use an internal self-supervised teaching mechanism to update the
classifier model. The next step in this work is developing a model based on deep belief networks, this has shown
significant promise in initial testing.

3. ADAPTIVE FLOW CLASSIFICATION

To assess the MLP based algorithm we compare its effectiveness to a common bandwidth based classification
algorithm which is checking for any flows taking more than approximately 10% of the bandwidth in a second
and classifying these as elephants [14]. The data used was collected within an anonymized university network.
Its overall characteristics closely matched previously described data center traffic with 4% of traffic as elephants
which contain 94% of the data [13]. The data was collected at 1 Gbps line rate over 24 hrs with 20 minutes
sampled per hour. It encapsulated a variety of traffic patterns and distributions. Different types of traffic were
dominant at different times of day. The captured traffic was replayed into the classifiers and was classified as
mouse or elephant traffic. Classification is performed using information within the headers of the first 40 packets
of the flow. Results of the classification sys- tem are shown as confusion matrices in Fig. 5. We compare
effectiveness at flow classification and byte classification, defined as the amount of bytes sent on the correct
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path. These results show that the MLP based system performs 22% better in terms of predictively detecting
elephants and even more so in terms of byte allocation, where it has a 26% advantage. This gives a significant
advantage in terms of being able to load balance a hybrid electrical/optical network. The second aspect to note is
the consistency of the performance of the MLP. A problem for the heuristics is that they are not able to adjust to
changing situations. The performance of the MLP is relatively consistent as shown by Fig. 6 with a variance of
139 in correct true positive percentage compared to 280 for the heuristic. The MLP system is designed to be
a continuously learning and incrementally updatable classifier that can respond to changes in traffic patterns that
occur over just a few seconds. In our experiment we show model updates every hour because of the way the data
was collected. We note that there is never more than a one hour period of traffic performance 5% under the mean
(Fig. 6). For example between 1600 and 1700 hrs, there is a reduction in MLP accuracy. However, by the next
hour, the system has retrained itself. This shows the flexibility of the MLP to adjust to the conditions in the
network.
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classification. This allows the MLP based classifier

to direct over 50% more bytes correctly.

To show that we are able to run this system without significantly affecting the server CPU utilization, we
implement a hash based classifier at a throughput of 40 Gbps with packets that are smaller than that of the mean
packet size in a data center [13]. To test this we have connected up two fully programmable NICs in
a bidirectional configuration. On ingress, packets were classified based on protocol header contents in a hash
table and an action assigned, e.g. add tunneling headers for matched flows. The reciprocal operation was enacted
on the egress. An IXIA network traffic generator was used successfully to send 256 byte packets bidirectionally
at 40Gbps. This highlights the use of hash based classification with associated complex actions at line speed.
To implement this less than 5% of the processor capacity on the fully programmable NIC was required.

4. CONCLUSION

In conclusion we propose using machine learning combined with virtual probes based on intelligent NICs at the
edge for improved elephant flow identification and adaptability to changing application requirements. Our initial
results show improved classification and flow direction. We also demonstrate the capability to perform highly
complex actions at 40 Gbps using less than 5% of co-processor capacity. This shows that it is possible to
implement intelligent actions such as a neural network in a data center using fully programmable NICs without
handicapping the server CPU.

ACKNOWLEDGEMENT

This work was supported by the NSF Center for Integrated Access Networks (CIAN) under grant # EEC-
0812072. We would also like to thank Karl Newell and Jason Sullivan of the UITS for technical support and
hardware provision and Gavin Stark, Stuart Wray, Pablo Cascon, Rolf Neugebauer and Dinan Gunawardena of
Netronome Systems.

REFERENCES

[1] H. Rastegarfar et al., “TCP flow classification and bandwidth aggregation in optically-interconnected data
center networks,” submitted to /EEE J. Opt. Commun. Netw., 2016.

[2] M. Al-Fares et al., in Proc. NSDI’10, Apr. 2010, paper 19.

[3] A.R.Curtis et al., in Proc. IEEE INFOCOM 2011, Apr. 2011, pp. 1629-1637.

[4] N. Farrington et al., ACM SIGCOMM Computer Communication Review, vol. 41, no. 4, pp. 339-350,
Oct. 2010.

[5] A.Royetal., in Proc. ACM Conference on Special Interest Group on Data Communication, 2015.


Francesco Musumeci
Evidenziato

Francesco Musumeci
Evidenziato

Francesco Musumeci
Evidenziato

Francesco Musumeci
Evidenziato

Francesco Musumeci
Evidenziato


ICTON 2016 Mo.C3.4

[6] N. Viljoen, T. Tofigh, and B. Sullivan, in Proc. ONS 2016 The Need for Complex Analytics from
Forwarding Pipelines, 2016.

[71 A. Greenberg et al., ACM SIGCOMM Computer Communication Review, vol. 39, no. 4, pp. 51-62,
Oct. 2009.

[8] G.J. Stark, N. J. Viljoen, and N. Viljoen, U.S. Patent Application 13/675,620.

[9] X. Glorot and Y. Bengio, in Proc. International Conference on Artificial Intelligence and Statistics, 2010.

[10] S. Ioffe and C. Szegedy, “Batch normalization: Accelerating deep network training by reducing internal
covariate shift,” arXiv preprint:1502.03167 (2015).

[11] L. van der Maaten, The Journal of Machine Learning Research 9.2579-2605 (2008): 85.

[12] J. Wang et al., Pattern Recognition 45.3 (2012): 1136-1145.

[13] T. Benson et al., in Proc. 10th ACM SIGCOMM Conference on Internet Measurement, 2010.

[14] S. Shirali-Shahreza and Y. Ganjali, in Proc. IEEE ICC Workshops, Jun. 2013, pp. 1335-1339.




<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles false

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Gray Gamma 2.2)

  /CalRGBProfile (None)

  /CalCMYKProfile (None)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.7

  /CompressObjects /Off

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /LeaveColorUnchanged

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams true

  /MaxSubsetPct 100

  /Optimize true

  /OPM 0

  /ParseDSCComments false

  /ParseDSCCommentsForDocInfo false

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo false

  /PreserveFlatness true

  /PreserveHalftoneInfo true

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts false

  /TransferFunctionInfo /Remove

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 200

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages false

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /ColorImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 200

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages false

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /GrayImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 400

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 600

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (None)

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<





    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>







    /HUN <>

    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)

    /JPN <>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>





    /SKY <>



    /SUO <>

    /SVE <>

    /TUR <>



    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)

  >>

>> setdistillerparams

<<

  /HWResolution [600 600]

  /PageSize [612.000 792.000]

>> setpagedevice



