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ABSTRACT

ABNO’s OAM Handler is extended with big data analytics capabilities to anticipate traffic changes in volume
and direction. Predicted traffic is used to trigger virtual network topology re-optimization. When the virtual
topology needs to be reconfigured, predicted and current traffic matrices are used to find the optimal topology.
A heuristic algorithm to adapt current virtual topology to meet both actual demands and expected traffic matrix
is proposed. Experimental assessment is carried out on UPC’s SYNERGY testbed.
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1. INTRODUCTION

Static network topologies, where large packet nodes (e.g., IP routers) connected through virtual links (viinks)
supported by static connections in the optical layer, were commonly designed to cope with the traffic forecast.
However, the introduction of new type of services requiring large bitrate connectivity (e.g., datacenter
interconnection, CDN for live-TV and video distribution, etc.) together with the traffic increment that operators’
networks are needing to deal with year after year entails that static packet network topologies were largely
overprovisioned thus, increasing network total cost of ownership (TCO). In view of that, network operators are
looking for more efficient architectures able to reduce TCO, while providing the required grade of service. To
that end, virtual network topologies (VNT) need to be dynamically adapted not only to variations in traffic
volume, but also to changes in the direction of the traffic.

To support connectivity dynamicity, the IETF has recently standardized the ABNO architecture [1], which
includes among others: i) the ABNO controller as the entrance point to the network for provisioning and
advanced network coordination. It acts as a system orchestrator invoking its inner components according to
a specific workflow; ii) a virtual network topology manager (VNTM) in charge of reconfiguring the on demand
VNT; iii) a Path Computation Element (PCE) to compute the path for new label switched paths (LSP);
iv) a provisioning manager (e.g., a SDN controller) responsible for managing LSPs, both at the optical layer
(Lambda Switch Capable, LSC) and at the packet layer (Packet Switch Capable PSC); and v) the Operations,
Administration, and Maintenance (OAM) Handler to receive notifications and monitored counters.

To automate VNT adaptability, traffic needs to be monitored in the packet nodes and counters to be accessible
by the OAM Handler. In particular, the disaggregated traffic volume forwarded by each packet node to every
other destination node should be available. In addition, notification can be also triggered when the used vlink
capacity reach some configured threshold (e.g., 90%). In fact, threshold triggered VNT reconfiguration where
the OAM Handler receives notifications from the control plane and reroutes individual PSC LSPs was proposed
in [2]. Nonetheless, VNT adaptation requires from powerful architectures and algorithms to analyze large
amounts of monitored traffic data, so as to anticipate, when possible, to traffic changes targeting at optimizing
resource utilization. In this regard, authors in [3] proposed a method for reducing errors in traffic estimations,
while authors in [4] used estimated traffic to predict pre-defined scenarios.

In this paper, we propose a big data network manager architecture to support VNT adaptability based on traffic
prediction from applying data analytics on the monitored traffic data. When the VNT needs to be reconfigured,
predicted and current traffic matrices are used to find the optimal topology.

2. BIG DATA NETWORK MANAGER: ARCHITECTURE AND WORKFLOW

To automate VNT adaptability, traffic needs to be monitored in the IP routers. As already mentioned, one simple
architecture would consists in configuring some vlink capacity usage threshold (e.g., 90%) such that the network
controller increases the capacity of vlinks by establishing a parallel lightpath when their capacity threshold is
exceeded. Notwithstanding the VNT adaptability provided by this kind of reconfiguration, the introduction of
new types of service requiring large bitrate causes changes in the direction of the traffic along the day. This is
illustrated in Fig. 1, where a 3-node network is depicted and the daily patterns of origin-destination (OD) traffic
from node A are plotted. The OD pair A->C registers its maximum at 4 a.m. due to the large volume of inter-
datacenter (DC2DC) traffic. As the day goes by, the traffic is gradually shifted towards A->B pair due to the
high presence of business and CDN services on that pair. Thus, A->B traffic reaches the top bitrate around
5 p.m. which in turn becomes the valley hour for A->C traffic. Consequently, as traffic matrix changes along
time the optimal topology needs to be adjusted to optimize the use of capacity resources, e.g. transponders.
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Figure 1. Big data network manager architecture.
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Table 1. VNT reconfiguration algorithm.
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Figure 2. Proposed workflow.

In view of the above, the VNT should be changed by adding and releasing vlinks rather than just adapting the
capacity of existing vlinks. Such VNT reconfiguration entails that, instead of monitoring vlink capacity usage,
end-to-end traffic should be monitored so as to reconfigure the current VNT based on OD traffic. That could be
even refined by classifying flows into services enabling Deep Packet Inspection monitoring in edge routers.

In the proposed architecture in Fig. 1, monitoring traffic data is sent periodically to a big data repository
consisting of a distributed database and a data collector. Periodically, e.g., every minute, the OAM Handler
retrieves aggregated monitored data, which is stored into a big data system ready to be analyzed. The big data
OAM Handler is in charge of several functions related with data processing and transformation, as well as for the
decision making process. Regarding data pre-processing, it applies data stream mining techniques on the
received data and periodically (e.g., every hour) transforms monitored data into modelled data. Modelled data is
used by a prediction module, running machine learning algorithms to anticipate next period traffic conditions
(labelled as 1 in Fig. 2). Based on the predicted traffic, a decision maker module decides whether the VNT
should be updated. In case of VNT reconfiguration, the VNTM is in charge of computing the new VNT. To that
end, the OAM Handler issues a request to the ABNO controller including the predicted traffic together with
some other parameters required for VNT reconfiguration (2) and the ABNO controller initiates the workflow
forwarding a request to the VNTM (3).

The VNTM computes a new VNT with the predicted traffic matrix received from the OAM Handler (4).
Continuing with our seven-node VNT example, let us assume that the new VNT consists on adding the new
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virtual link 6-7 and reducing the capacity of some other vlinks. The solution is first notified to the NMS (5) and
then, its implementation is divided into a sequence of steps to avoid traffic disruption as anticipated above:
firstly, LSC LSP 6-7 is created (6) and the new vlink is advertised (7); next, PSC LSPs are rerouted (8) (a make-
before-brake strategy to avoid disruption can be implemented) and unused capacity in vlinks 1-3 and 1-4
removed by tearing down the underlying LSC LSPs (9); new vlinks’ capacity is advertised (10). Upon VNT
reconfiguration completion, VNTM replies to the ABNO controller (11), which eventually replies to the OAM
Handler (12).

3. DATA ANALYTICS-BASED VNT RECONFIGURATION

As stated above, the predicted OD traffic matrix for the next period is used to decide whether a VNT
reconfiguration is needed or not. Thus, predicted ODs are individually inspected to find when the estimated
bitrate of those ODs without a direct vlink in the current VNT exceeds a given threshold; in such case, the VNT
reconfiguration is triggered since it is clear that current VNT does not fit with expected OD pair flows
distribution. In case of VNT reconfiguration, both the predicted OD matrix and the current set of connections are
required as input of an optimization algorithm that finds a target VNT. This is mandatory to ensure that the new
VNT fits with expected traffic conditions as well as for current traffic needs.
The VNT reconfiguration based on traffic prediction problem can then be stated as follows:

Given:

e An optical network represented by graph Go(V, L), being N the set of OXC nodes and L the set of fiber links.

e The current VNT represented by graph Gi(V, E’), being V' € N the subset of IP/MPLS routers and £’ S F the
subset of current vlinks. Set £ is the set of all possible vlinks among the IP/MPLS nodes.

e The set P of current lightpaths supporting E°.

e The set and the capacity Q(v) of available transponder for each node v in V.
The set D of demands currently set-up, specifying source, destination, and requested bitrate.

e The predicted OD traffic matrix specifying the predicted bitrate.

e The maximum number k of new vlinks to be added to the VNT.

Find: a reconfigured VNT G, *(V, E*), where E*S E, and a set P*of lightpaths supporting E*.

Objective: Minimize the overall resource utilization to serve both, D and OD sets.

Table 1 presents the proposed heuristic algorithm. After releasing the current demands and lightpaths
supporting the current VNT (lines 1-2), the heuristic goes for three sequential phases. Each phase allocates
a subset of OD pairs and modifies the topology and the capacity of the VNT. Phase I (line 4) is a deterministic
procedure where large OD pairs that can be routed through direct vlinks are processed. If not all OD pairs were
processed, Phase Il and Phase III are executed for a given number of iterations in the hope of finding the
minimum cost VNT (lines 9-16). In Phase II (line 11), a set of at most £ new vlinks to serve an OD pair in one
single hop are created. Phase III (line 13) extends the connectivity of current VNT before solving the minimum
cost routing for each remaining OD. If a feasible VNT is obtained, the current set of demands is allocated back
in this new VNT (lines 18-19). Recall that ODs used for the new VNT might be different than current demands.
Thus, a randomized algorithm is applied to allocate current demands fitting OD pairs.

4. EXPERIMENTAL ASSESSMENT

Experiments have been carried out on the UPC’s SYNERGY test-bed. Apache Cassandra database [5] was used
as a big data repository and the data collector module was implemented to offer an UDP- based interface to the
monitors, storing the received data in Cassandra. Apache Spark [6] was used to implement data stream mining
and machine learning techniques. Finally, ABNO modules in Fig. 1 were implemented using UPC’s iONE
software [7]. A HTTP REST API interface was implemented between the OAM Handler and the ABNO
controller and from it to VNTM, so as to convey the predicted traffic matrix. PCEP was used between VNTM,
PCE, and Provision Manager. Finally, BGP-LS was used to synchronize traffic engineering databases (TED). In
particular, VNTM is in charge of advertising topological changes in the VNT, including vlink creation and
releasing, as well as updating vlink capacity.

Figure 3 illustrates monitored traffic data periodically being send by the packet nodes to the data collector, as
well as the request that the OAM Handler issues to Cassandra’s REST API to collect monitored data. UDP
monitoring messages contain, among others, the source node and the timestamp of the sample, and for each
aggregated flow leaving the node to a destination, its destination node and bitrate. After selecting and
aggregating monitored data between the selected times #; and #, Cassandra replies with a JSON-encoded matrix
specifying for each pair of source-destination the average, maximum, and minimum bitrate.

Figure 4 shows the meaningful messages exchanged between ABNO modules. For the sake of clarity, messages
are identified following the workflow in Fig. 2. The OAM handler sends a REST API request to the ABNO
controller (message 2 in Fig. 4) containing the predicted traffic matrix for the next period. The details of that
message are presented in Fig. 5. After receiving the predicted traffic matrix, the VNT computes the optimal VNT
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LTI No. Time Source Destin Info wobject
Message Type: 1 bMember Key: "172.16.163.104"
Message Length: 88 391 58.878 172.16.103.183 DataCollec Monitor Data from Source 172.16.103.183 wMember Key: "172.16.163.106"
Source: 172.16.103.106 392 58.070 172.16.163.107 DataCollec Monitor Data from Source 172.16.103.167 wObject
TimeStamp: 1441138660412471 | 393 59.865 172.16.103.181 DataCollec Monitor Data from Source 172.16.183.181 wMember Key: "172.16.163.187"
FTLV Monigored BitATe 394 59.066 172.16.103.104 DataCollec Monitor Data from Source 172.16.103.104 ¥ohject ‘
’It: :""?Emg S?EEEEE <395 59.666 172.16.163.106 DataCollec Monitor Data from Source 172.16.103.166] TRERBELKEYE, TavgBTiRateNbps
T e e 163 107/ 396 59.869 172.16.103.105 DataCollec Monitor Data from Source 172.16.103.165 'M;"ﬂ'jg':f’K:j}“f&aféi’fsﬂambpsn
BitRate: 51188 Mb/s 397 59.876 172.16.103.102 DataCollec Monitor Data from Source 172.16.103.182 Number value: 52800
»TLV Monitored BitRate 398 59.871 172.16.1€3.103 DataCollec Monitor Data from Source 172.16.1€3.163 vMenber Key: "minBitRateMbps"
» TLV Monitored BitRate 399 59.872 172.16.163.107 DataCollec Monitor Data from Source 172.16.103.187 Number value:20760
»TLV Monitored BitRate 403 59.491 OAMHandler Cassandra GET /3af96b/monitorsData?ti=1..512&tj=1..835 wMember Key: "maxTimeStamp"
411 59.754 Cassandra OAMHandler HTTP/1.1 206 OK (application/json t> Number value: 1441138660412
»Member Key: "172.16.103.101"
BMember Key: "172.16.103.107"

Figure 3. Exchanged messages for monitored traffic collection.

No. Time Source Destin Protocol Info v <VNTReconfig>
(2) 465 *REF* OAMHandler ABNOCtrl  HTTP/XML POST /ctrl/VNTReconfig HTTP/1.@ v<Matrix
(3) 468 0.000 ABNOCtrl  VNTManager HTTP/XML POST /vntm/VNTReconfig HTTP/1.@ name="bitRateMbps">

[471 0.028 VNTManager NMS HTTP/XML POST /nms/VNTReconfig HTTP/1.8 b<Data
_4?5 9.030 NMS VNTManager HTTP/XML HTTP/1.1 200 OK p<Data
'473 0.630 VNTManager PCE PCEP Path Computation LSP Initiate (PCInitiate) :g:;:

483 0.076 PCE VNTManager PCEP Path Computation LSP State Report (PCRpt) et
@ 484 0.877 VNTManager PCE BGP UPDATE Message v<Data

486 ©.082 VNTManager PCE BGP UPDATE Message src="172.16.103.106"

495 0.097 VNTManager PCE PCEP Path Computation LSP Update Request (PCUpd) dst 172 16 103 101="17650"
_49? 0.104 PCE VNTManager PCEP Path Computation LSP State Report (PCRpt) dst_172_16_183_102="7600"
-498 ©.104 VNTManager PCE PCEP Path Computation LSP Initiate (PCInitiate) dst 172 16 183 183="3140"

| 499 ©.104 VNTManager PCE PCEP Path Computation LSP Initiate (PCInitiate) dst 172 16 183 104="9688"

(568 ©.184 VNTManager PCE BGP UPDATE Message dst 172 16 103 105="4060"
) 563 0.109 VNTManager PCE BGP UPDATE Message dst_172_16_183_107="72100"/>

[509 0.167 PCE VNTManager PCEP Path Computation LSP State Report (PCRpt) ksbata
_511 0.216 PCE VNTManager PCEP Path Computation LSP State Report (PCRpt) M;;f:;;i“

1) 513 ©.217 VNTManager ABNOCtrl  HTTP/XML HTTP/1.8 280 0K </VNTReconfig»
2 515 8.217 ABNOCtrl  OAMHandler HTTP/XML HTTP/1.0 280 OK

Figure 5. Message (2) details.

and issues requests to the PCE to implement the LSC LSPs supporting the new vlinks (6), reroute the selected
PSC LSPs (8), and tear down unused LSC LSPs (9). In addition, VNT changes are advertised to the rest of
ABNO modules (7 and 10). The total process took 217ms, from the instant the OAM handler triggered the
workflow.

5. CONCLUSIONS

A big data analytics OAM handler has been proposed to support VNT adaptability based on traffic prediction.
Packet nodes monitor incoming traffic and send monitoring data to a big data repository, based on Cassandra.
Monitoring data is collected by the OAM Handler and locally stored. Periodically, e.g., every hour, collected
monitoring data is transformed into modelled data and used to predict next period traffic applying machine
learning techniques.

A workflow is proposed, where the VNTM module is in charge of adapting the VNT to future conditions. To
that end, the VNTM computes a new VNT based on the predicted traffic computed by the OAM handler. An
algorithm for VNT reconfiguration has been proposed to deal with expected traffic variations in volume and
directionality. Finally, the architecture has been experimentally assessed in UPC’s SYNERGY test-bed, where
Apache Spark was used as a platform for data stream mining and machine learning purposes.

ACKNOWLEDGEMENTS

The research leading to these results has received funding from the Spanish MINECO SYNERGY project
(TEC2014-59995-R) and from the Catalan Institution for Research and Advanced Studies (ICREA).

Figure 4. Exchanged messages for VNT reconfiguration.
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